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Abstract— The so-called "dark web" has emerged as the most trustworthy platform for thieves to launch their enterprises. The
healthcare industry has become a haven for illegal activities such as the sale of medical gadgets, trafficking in human beings, and the
purchase of organs. This is because the sector provides a high level of privacy, which makes it an ideal location for engaging in unlawful
operations. In this field of research, linear regression is utilized to uncover previously unknown patterns in customer demand. A vector
will be created using a time series of medical equipment purchases to do this. When we look at the data the case firm gave us, we notice
that people tend to desire to purchase products in one of three ways. After that, we sort the hospitals into groups according to the course
of the trend vector by employing a technique known as "hierarchical clustering," which we apply to the data. According to the research
findings, the trend-based clustering method is an excellent way to partition hospitals into subgroups that share similar tendencies.
According to our model evaluations, no one model can reliably produce the most accurate forecasts for each cluster when used by itself.
Some models can be utilized to make accurate predictions, and these models apply to a wide variety of time series that exhibit various
patterns.
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fraud that takes place on the dark web can be found with the
I. INTRODUCTION help of mathematical models [3]. But there are still some
The "dark web" is a part of the internet that can't be found problems that need to be talked about and fixed. The dark web

using the usual ways to discover the web. Some of the illegal is a bit of a struggle bef:ause it changes all the time. This
things that can be done with its help are selling drugs and guns means that the mathematical models WI.H need to be changed
and stealing money. Financial theft is a big problem in the all the time 50 that they can keep up Wl.th the latest changes.
medical field. In 2021, fraud in the financial sector is expected B;(.:aﬁs.e the Hilfo frorr;){he degk webis YEOLS}’ ’ 1thcan ¢ bﬁ trus(tiecli,
to cost healthcare businesses $10 billion. In a case like this, which 1s another problem. Because of this, the math models

there are many ways to lie. Fraud in the healthcare business used to predict what will happen need to account for some

on the dark web can be found using mathematical techniques. errors. Even with these problems, mathematical modelling is

These programs can sort through the information on the dark starting to look like it could be an excellent way to find
web to look for warning signs that point to scams. The logistic financial fraud on the dark web in the healthcare business. By

regression model [1], [2] is a mathematical model that can u;lpg me}therr}atlcal models:, clioctors;md EOSpltalican protefct
help with this task. Using this method, a person can their patients from economic loss and make sure they are sate.

understand how likely a specific deal will involve fraud. The nge are threg objectives fqr Dark Web. Financial Fraud
support vector machine (SVM), which stands for "support Identification Using Mathematical Models in the Healthcare

vector machine," is another model that shows this. This model Domallr}: h ical model find fraudul ..
looks at some different factors to decide whether or not the * Ollllsehmeithemat;cal dmo els to find fraudulent activity
transaction is fraudulent. In the healthcare business, financial in the healthcare field.
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e To propose a mathematical model that can uncover
illicit online financial scams.

e To wuse preexisting machine learning (Logistic
regression and SVM) techniques for an impact analysis
of healthcare fraud

II. MATERIALS AND METHOD

This study determined what kinds of financial services can
be found on the Dark Web, what those services are, and how
likely people are to be scammed. The results of this study
were put together to teach law enforcement and the public
about how criminal behavior on the Dark Web is constantly
changing. To reach this goal, we will build a link between
cybercrime studies and well-known texts in criminology.

Jung et al. [4] studied the different kinds of fake financial
services, goods, and schemes on the Dark Web. The idea of
"regular activity" in the financial market on the Dark Web is
studied to learn more about the basic things that lead to fraud
and scams. The data show how important it is to raise public
awareness, programs to protect consumers, and law
enforcement control of the financial sector in the fight against
cybercrime.

Nguyen et al. [5] recommend several different strategies
that can be used to detect fraudulent behavior more
effectively. It focuses on enhancing detection skills by
modifying existing characteristics and establishing new ones,
as well as coping with datasets with significant variation. By
improving the effectiveness of fraud detection algorithms,
these proposals contribute to the ongoing battle against
financial crime on the Dark Web.

Acin [6] shows how the Dark Web and sites like Dream
Market have helped the online black market grow. Even
though Dream Market is well-known, its closing is not
expected to significantly affect the value of the illegal market
as a whole, which is still doing well. This article shows how
the criminal ecosystem on the Dark Web is growing. Hackers
can buy tools on the dark web to attack people and businesses.
By drawing attention to the above environment, this piece also
shows how vital strong cybersecurity measures are.

Liu et al. [7] studied how important it is to ensure financial
fraud detection tools are tailored to each business. The results
show that government officials, investors, and auditing
agencies can use customized models to find examples of
unethical financial behavior in companies traded on the stock
market. Because these models are so good at finding and
stopping fraud in the business world, they are directly to
blame for the improved financial stability from this success.

Wilson [8] investigated how important secret networks and
protected data are on the Dark Web. Companies face big risks
because private information can be bought on the Dark Web.
This information includes details about clients, intellectual
property, and financial operations. The results of this study
show how important it is to keep sensitive information from
getting into the wrong hands while it is being kept or sent
online.

This research, when taken as a whole, contributes to our
growing body of information regarding financial fraud on the
dark web and its implications for economies worldwide.
These studies assist law enforcement agencies, businesses,
and the general public in gaining a better understanding of
how to recognize illegal conduct on the Dark Web, how
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prevalent it is, and the reasons why it is critical to take
preventative measures.

Fraudulent The Use of Mathematical Models in Inventory
Control and Cybersecurity in the Age of Suspicious Financial
Transactions and the Deep Web. Due to the rise of new
technologies and the dark web, financial scams and hacks are
more common and dangerous in the digital age we live in
now. This is partly because current technologies work better
than they used to. The Dark Web is a hidden part of the
Internet and can only be reached through safe pathways. It has
become a center for high-level criminal activity, which has
made the types of money theft that used to be straightforward
a lot harder. In this situation, mathematical models are
beneficial because they use symbols, numbers, and pictures to
show how complicated systems work and how they are
connected. With the help of mathematical models, businesses
can strengthen their defenses against possible threats by
improving product management and digital security.

Mathematical Model I
A

A

Fig.1 Process of Mathematical Modelling

Keeping the opportunity cost of holding on to items to a
minimum requires good inventory management. Companies
can use mathematical models to do "what-if" analyses,
determine how much stock to keep on hand, and develop
effective ways to keep costs low while making the most
money. Stock theory gives managers and executives tools,
like mathematical proofs and calculations, to help them run
and handle their businesses well. This helps make things run
more smoothly and effectively. The goal of illegal financial
deals is almost always to improve one's financial situation.
This is especially true when it comes to money scams.
Cybercriminals sell stolen information or use it to get into
bank accounts or steal identities. As the financial sector
depends increasingly on digital technologies like online
banking, virtual currencies, and fund transfers, institutions
must take the necessary steps to protect themselves from these
threats. Inventory, as defined by researchers in the field of
inventory management, is the total number of things that can
be sold, made, or kept for later use. The goal of inventory
management is the same whether you call the stock "work in
progress" or "stock in trade": to meet customer wants and help
the business grow. Inventory management tools are very
important to businesses when it comes to keeping track of
stocks and making sure deliveries happen on time. Lastly, the
Dark Web [9] [10] is always changing, and fake financial
operations and cyberattacks are becoming more common.



This is a big problem for companies all over the world. Use
mathematical models for inventory control and cyber defense.
This is one of the most important things you can do to protect
yourself from these dangers. Using mathematical analysis and
reasoning tools, businesses can improve their inventory, boost
security, and protect their financial assets. Ultimately, this
makes it easier for the companies to deal with new problems

[11], [12].

A. Dark Web Financial Fraud Identification Model
Developments

Figure 1 shows the process of naming items during one
round of the running cycle. At the first time ' = 0, a
preliminary replenishment of Q devices is done, S devices are
shipped to fill back-orders, and a maximum of I devices are
kept in the original offering. These things happen at the same
time. As time goes from ' = 0 to 't' = 1, zero-time gadgets
slowly decrease due to use and wear and tear until none are
left [13]. This state is when backlogged products are finally
restocked through subsequent replenishment at Tt, where Tt
is the length of the backlog and the resulting sales losses.

B. Pricing Mathematical Model

To assist the analysis of inventory management and related
expenses, we have assumed the following assumptions and
notations in this study:

e C1 stands for the average cost of holding a unit of
inventory over time, which is the same for all units.

e (C2: Indicates the cost associated with device shortages
on a per-device, per-time basis.

o C3: This represents the average price paid for a single
item of stock.

e The cost per unit of the device, denoted by C4,
represents the expense incurred by the business.

o C5: Represents the revenue loss cost due to a device not
being available or delayed delivery.

o The quantity of stock on hand at a specific point in time
't" is expressed by the variable I(t).

o Demand Price, or D(t), is the selling price of an item at
a time 't' larger than zero.

e A cycle's length, represented by the symbol 'T," is the
time needed to perform a whole inventory management
cycle.

o S: Stands for the consistent quantity used in inventory
management.

e The lag time, abbreviated tT, is a valuable indicator of
bottlenecks and delays in inventory restocking.

o Refers to the efficiency of instantaneous velocity as
calculated by Weibull's three-parameter distribution
In.

e When the inventory parameter is non-zero, the
associated scaling parameter is considered.

o If the amount in the storage facility is zero, but the
amount on hand is more significant than zero, we write
the latter as 0.

o Time is a sign of deterioration since it represents the
depletion of resources over time.

o During the time interval t1, there will be zero inventory.

Our research aims to help supply chain and logistics
professionals make educated decisions by thoroughly
examining inventory management, related expenses, and the
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impact of various factors on the inventory level, all as
indicated by the notations and assumptions as follows:
Assumptions
o I The investigated inventory procedure is a one-unit
operation.
e The Horizon Time, H, is unlimited, and there is a well-
established protocol for preparing cycles of time
T.Demand fee is characteristic of stock, i.e.,

D(t) :{0( + BI(L), I(t) >0

o, 1(t) < 0 M

o Replenishment lead and instantaneous time is 0.

o Deteriorated devices are not updated/repaired during
certain cycle.

« Holding price, buying price, shortage expense as well
as device cost stay constant over time. Which o > zero
stands for the original demand rate as well and 3 > zero
is the coefficient of inventory impact on product sales.

« Distinctive rate of decay is based on interval, 0<t < 1;
which seems sensible due to improvements in
contemporary storage facility.

 Distribution of period to degeneration of the things
follows three-parameter Weibull’s Distribution,

Deficiencies in stock are allowed and accumulated to
ensure that at inventory amount 0, a few arrived interests are
permitted. We anticipate the backlogging fee depends upon
the length of hanging time, which is small for the following
replenishment. The scope of customers who would probably
wish to accept delay buy in the current moment, 't diminishes
with the keeping up time, Tt prior to the following
replenishment. Consequently, to determine the backlogging
number as B('t”) for Tt <I.

Following the above assumptions and notations, Weibull’s
distribution function is, i.e.,

f(®) = ap/(t—y)1- Be [at+(t—y) Bl t> 0 2
The instantaneous speed functionality is as follows:
0 = a p/(t—v)1- B. A3)

The accounting process begins with Q devices of the item,
and the quantity of listed inventory is impacted by the speed
of product depletion from the device. During time intervals
[6], [0, y], inventory depletes due to demand. Just what about
the interval, [y, t1]? The listing depletes thanks primarily to
demand and partially due to deterioration. With time t;, the
inventory amount is 0, and most of the need hereafter, i.e., (T
—tl), is partly backlogged. The next following replenishment
renews a whole number of back ordered goods; it is that
assumed deterioration time for products follows three
parameters of Weibull’s distributions. The graphical
representation of which is discussed [7] listing device is
provided in Figure 1. For exactness, it is supposed that not
merely opportunity cost per device C; is higher compared to
device buy expense Cs4, but additionally f(t) is log-concave and
positive in (0, H], it is concluded that entire number of
backorders throughout it cycles as

()

&
—————du, wheres;_; <
fsi—l 1+a(ti-w) =1 =

t<t,1<i<n (4

and order quantity of replenishment cycle as follows:



_ ([t HO)
Q= fsi—l 1+oc(tj—t)

dt+ [Te™®-Y f(ndt, 1<i<n, (5)

C. Model with Zero I, and Problem Description

Here, the merchant receives In devices at 't” = zero. Thus,
the listing begins with Im devices at beginning of each cycle,
then steadily depletes to zero for t = T'| because of the mixture
impact of deterioration and need. A graphical representation
[8], [14] of the deemed catalogue device is provided may be
drawn to time interval [zero, Tq], the listing does not have any
deterioration. Deterioration happens to time interval [Ta, T1]
in a continuous deterioration pace 8. Thus, the changes in the
listing at any time 't’ following differential equations.

t
[é()] —(a+bL(®), 0 St < Ty (6)
d[I,(t
[;t( )l +0L,M = —(a+bl,(®), T, <t<T, (D
di;(t) —a
= T, <t <T
dt 1+8(T—1) "1 ®
With boundary values
(0) = Im,
(t1) = zero
And
(t) = zero.
The solution of these differential equations is as follows:
a
() = —(e—bt— 1) +1,e™™0 <t < Ty )
= (O+b)(T;~1) _ bt T, <
(1) = (e 17— 1)+ [,e LTy <t (10)
<T,
—a
I,(t) = 5 [log(1 + 8(T —T,))
—log(1+8(T-0)], T, <t (D

< Ty

D. Fraud  Requirements  Detection

Formulation

and  Modelling

Here, the stock framework developments as pursues m I
devices of items contact base in the stock framework toward
the beginning of every cycle. Of time interim [0, t4], the stock
amount is diminishing [11] simply inferable from the interest
rate. The stock amount is dropping to 0 due to decay [12] as
well as fascination throughout time interim [tq, ti]. At that
time, the deficiency interim maintains as far as you possibly
can of the existing request cycle. The whole treatment is
rehashed. Within view of the above-mentioned portrayal, the
differential state [ 13] talking on the stock status is provided as
follows:

di(t)

dt

—(a+ bt+ct?)
—(a+ bt+ ct?) — 8I,(t)

0 <t<ty =

y<t<sty (12
N, —

- (E) [1 +8(T — t)]power(—l) tg <t <T

With BC’s I (0) = I, I (t1) =0. The solution of Eq. (3.48) is as
follows:
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L) if 0<t<ty

I)=<L{ if tg <t<t (13)
L) if t <t<T
%=—(a+bt+ct2), 0 <t <ty (14)
dlz(t) 2
+0L,(t) =—(a+bt+ct?)tg <t <t (15)
diz(t) _ -B
Tar 1+8(T—t)’tl st=T (16)
Solution of (3.50), (3.51), (3.52) is
2 2
L= —(at+-+5) + 1n,0 St <ty (17)
b a
— ] ]
() = (93 " _g(e b o)
* (e 92) (5% )
+ 6(t12eet1 _ tzeet),
where tg<t<t (3.54)
_g|log(1+6(T—t
1,(0) = { s log(1 +5(T ~t)) } <t <t (18)
—log(1+ 8(T—1))
The continuity of d/dt [I(t)] att, gives
bty ¢t (2c b a o o
I, = atd+7+ 3 +(¥—§+6)(e e td)
b 2c
5 5) (e —tue)
+ E(t% Oty _ t2 etd)

E. Dark Web Financial Fraud Cycle Formulation

The inventory cycle begins for 't’ = zero with the original
inventory amount of Ima units of time interval (zero,) t, the
inventory amount reduces just owing to demand. The need for
the item is time reliant. When during period (t, t,) inventory
is dropping to 0 because of demand speed as well as
deterioration each and length of one cycle (t, T) shortage
begins and on account [15] of partial backlogging certain
sales are lost. The differential equations associated the change
of device are

diy(t) _

= —(@+by), 0 st <t (19)
dIZ(t)+9tI (0= —(@+by, ¢, <t <t (20
S0 —@+b)/ed™Y, f, <t < T (20
with BC’s

[,(0) = I, and I, (t;) =0,

F. Formulation Of Retailer’s Cost Model

A mathematical model forever time product with
immediate design request produced. The cycle begins with an
important degree of inventory i.e., Imax devices, level of listing
drops at a faster pace in basic period (0, 1) due to curiosity
and crumbling, when it touches base value 0 quality at
precious time t = t;. Currently deficiencies happened for time
(t1, T) that is fairly delay bought with time ward backlogging
fee. At the end of cycle, the inventory completed a most



elevated quantity of deficiency S and once that brand new
request is placed to zero-in the excess [16] [17]. The
adjustment in inventory degree I (t) as for point eventually is
as given:

d/dt(D)
d/dt() +8®It) = —(a+ bt),

—(@+bt),0 <t < yq (22)

Lo <t <t (23)

In this section, the objective is to create probably the most
excellent estimations of T as well as t; that limit Z (T, t;).
For a foreordained estimation of T, taking second and ist
request subsidiaries of Z (T, t;) regarding ti,

G. Sensitivity Analysis with Respect to Parameters

An evaluation of how sensitive a system is to change can
be carried out using a technique known as sensitivity analysis
[15]. This technique involves changing just one parameter at
a time while continuing to maintain track of the other
variables in their individual states. The results of an
investigation into numerous facets of influence are shown in
the tables that may be seen below:

TABLEI
SENSITIVITY ANALYSIS FOR DEMAND PARAMETER B
% Change T° t1* Q Z(T" ")
-40 17.7268 15 2130.06 1910.91
=20 17.7244 15 2133.86 1915.67
0 17.7219 15 2137.66 1920.43
+20 17.7195 15 2141.46 1925.19
+40 17.7171 15 2145.26 1929.95
TABLE I
SENSITIVITY ANALYSIS FOR LIFETIME PARAMETER 0
% Change 1 * 1*  Q* Z¥(T*, t1¥)
-40 18.9940 15 2431.79 2616.33
=20 18.3755 15 2292.30 2291.17
0 17.7219 15 2137.66 1920.43
+20 17.0623 15 1978.95 1514.85
+40 16.4322 15 1827.27 1094.59
TABLE III
SENSITIVITY ANALYSIS FOR BACKLOGGING PARAMETER A
%Change T * t1*  Q* Z *(T * t1%)
-40 17.1836 15 2137.66  1947.73
=20 17.4456 15 2137.66 19
0 17.7219 15 2137.66  1920.43
+20 18.0100 15 2137.66  1906.54
+40 18.3084 15 2137.66  1892.67
TABLE IV
SENSITIVITY ANALYSIS FOR DETERIORATION PARAMETER ©
%Change T * t1* Q* Z *(T * t1%)
-40 16.7224 15 1887.10 1292.33
=20 17.2138 15 2012.38 1610.94
0 17.7219 15 2137.66 1920.43
+20 18.2478 15 2262.94 2221.03
+ 40 18.7924 15 2388.22 2512.94

III. RESULTS AND DISCUSSION

During this investigation, we collaborated with a company
that specializes in the production and distribution of medical
equipment and has developed extensive connections with
hospitals located all over India. Our investigation was
restricted to a few different medical devices, and the demand
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for data provided by the manufacturer served as the primary
source for our findings. The primary purpose of this research
was to develop a data-driven prediction model that could be
used for supply chain planning, when applied to an
environment that was comparable to the dark web. For
reasons of privacy, each piece of information has been
discretized within the range [0, 1].

To determine whether or not the suggested tactic was
effective, we relied on two well accepted standards (Eq.5 and
Eq.6) [18]. In these equations, 'y' represents the actual value
of the dependent variable, 'f(x)' represents the fitted value of
the forecasting variable, and 'n' represents the total number of
data pairings that include both 'y' and 'f(x)'.

By applying Eq. 5, we were able to calculate the RMSE
while taking into consideration both positive and negative
errors. The accuracy of the predictive model can be evaluated
in a manner that is objective and transparent using this
method. In addition, in order to ensure that our findings were
accurate, we utilized the MAPE method, which can be found
in Equation 6, even though our sample size was relatively low.

By adhering to these stringent requirements, we were able
to construct a data-driven predictive model for supply chain
planning in the medical equipment industry. This model has
enabled us to improve our decision-making and increase the
efficiency with which we distribute products. Our research
was carried out in a manner that respected people's rights to
privacy. As a result, we were able to make moral judgements
on the use of the data we gathered, which in turn inspired
confidence among all involved parties.

RMSE = J (3) =iy - Fe0y (24)

n

MAPE = (=). 22,1y = () /¥l

All hypertext links and section bookmarks will be removed
from papers during the processing of papers for publication.
If you need to refer to an Internet email address or URL in
your paper, you must type out the address or URL fully in
Regular font.

(25)

A. Trend based Clustering.

For this study, information from hospitals H1 through HS
has been put together. It has been noticed that Hypotheses 2
and 5 have the most need for medical tools compared to
Hypotheses 1, 3, and 4. As trends in medical equipment
demand are always changing, the study plans to include
hospital demand patterns from all times of the year [18]. A
method called "clustering" is used to put medical facilities in
order based on the needs they meet [15]. Hierarchical
clustering is chosen as the main method for this reason.
Hierarchical clustering will be used to rank hospitals based on
how much demand they get. This will help us learn more
about demand trends and possible relationships [19]. An
important part of the study is to turn the raw time series data
into useful demand trends. To do this, a linear regression
method is used to change the time series data. This method is
able to catch the underlying changes in demand over time.
This study uses hierarchical clustering and linear regression
to change time series data. The goal is to come up with a
comprehensive [13], data-driven plan for understanding,
analyzing, and adapting to the changing world of medical



equipment demand in a variety of healthcare settings. The
hospital organization based on demand trends could help the
medical equipment business a lot with supply chain planning,
allocating resources, and making decisions in general [19].
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Fig. 2 Illustrates timelines.

TABLE V
THE USE OF A TREND-BASED CLUSTERING SYSTEM TO A COMPARISON OF
APPROACHES TO PREDICTING THE DEMAND FOR MEDICAL DEVICES

Number of Coefficient 1 Coefficient 2
Cluster .
hospitals (average) (average)
1 5 2.33 -2.37
2 5 3.67 0.48
3 8 1.54 2.04
4 100 0.06 0.08

Some hospitals may not have previous year's demand
records; therefore data must be cleaned before grouping
patients. By eliminating duplicate hospitals, each institution
uses linear regression to forecast patient numbers. Linear
regression provides two equations that show how institution
demand evolves over time [20]. Linear regression data are
used. We analyze Fig. 3's H1 data using linear regression.
Two regression equations exhibit these tendencies. In the
medical industry, annual sales trends are challenging to
anticipate because companies change their business strategy
and introduce new items based on market feedback. A linear
regression coefficient over this time period [21] shows how
the company's approach has changed. Next, hospitals will be
grouped hierarchically [22]. First, second, and third clusters
contain medical facilities in order (5, 6, 7, 9, 10, 11). Hospitals
were grouped into the four groups shown. Table 5 displays
cluster sizes and average coefficients, and Figure 7 depicts
cluster growth.

Four groups of people get very different findings. Two
hospitals in Cluster 1 noticed demand rise when the new
product came available [23] [12]. The inventive product or
service seems to have made the most money in cluster 1.
Cluster 2 has two hospitals, and both saw a spike in patients
before the new product came available. They became more
interested afterward. The new product appears to have stolen
market share from the older goods in cluster 2. All seven
cluster 3 hospitals have grown in recent years. The new items
didn't transform hospitals. The new items did not modify
Cluster 4's trend. Figure 5 shows the four classes' three-year
aggregate demand. Here's the link. Cluster 1's two hospitals
account for 20% of 36-month demand. Clusters 2—4 account
for 19%, 27%, and 36% of overall demand, respectively.
Cluster 5 doesn't contribute to demand. To maintain their high
quality of service, they must please their current consumers
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[24]. Medium-sized medical facilities may not be able to
handle new product risks. Cluster 4 hospitals have enough
supplies. Patients at smaller hospitals may be less likely to
choose pricey operations for less critical diseases. This may
be a contributing element [25].

B. Train, Adapt, Inform, and Monitor

Accessing threat data might not be a good way to find
criminals on the dark web, where users can hide their
identities. This could be the case if law enforcement and
financial institutions don't work together. The best way to stop
financial fraud [26] is to always know about the newest risks.
This will let us take steps to stop attacks before they happen
and act quickly if an attack attempt is found. Some things that
medical institutions can do with the information they get from
paste sites, dark web marketplaces, and dark web forums are
listed below. Change your security rules based on the
weaknesses that have been found and the hacking techniques
that your enemies have used. For instance, medical
institutions should add more security measures [27] [28]to
stop or spot bank drops, fake document fraud, and as well as
to protect weak technology (like cloud services) that is talked
about on the dark web. All these steps are important to stop or
find fraud. Tell the bosses, the workers, and the customers
what's going on. One of the most effective ways to stop
financial fraud is to follow security best practices in a strict
and consistent way [29] [30]. By looking at the financial risks
on the dark web, institutions can keep their executives, staff,
and customers up to date on what possible attacks look like
and how to deal with them. This information could also help
keep the institution saft. Even if the dangers aren't directly
aimed at the medical institutions brand, it can still be better
prepared for the future if it actively looks for threats to the
medical.

Mcl mc2 mc3

c4

Hcl mc2 mc3 c4

Fig. 3 Medical device demand forecasting

Medical device demand forecasting in Dark web
environment. This study uses five different forecasting



methods, each of which is best for a different group of data,
to make predictions about future demand. To predict overall
demand, we must first figure out which models work best for
each set of data and then add up the results of those models.
Here, the trend-based method that was suggested is tested to
see how well it can predict future demand.

The total demand is compared to models that try to predict
direct demand to see how well they do. In Table 2, we can see
how well each of the five forecast models worked with each
of the four sets of data. With a great total score of 54.10
MAPE, BPNN stands out as the best of the five tried and
tested models for cluster 1. But BPNN doesn't do as well as
the best in groups 2 and 4. Table 2 and Figure 6 show a very
interesting trend: the pattern of cluster 1 between months 18
and 19 changes a lot after month 19. These results show that
BPNN's dynamic predictions can keep up with changes in
demand. The score for Cluster 2 is the second worst. This
shows that the suggested mathematical model works best with
time series that follow a steady trend. So, in this case, it's
possible that exponential smoothing would work better.

This study shows that the trend-based approach is a good
way to predict future demand because it uses the best parts of
different forecasting methods and looks at the results across
different groups. This method is flexible and useful in the
always-changing area of demand forecasting. This is shown
by the fact that BPNN was found to be the best method for
some groups while other methods were looked at for other

types.

137

A

y’\f\f\.

Quantity

) \ /\/L/\,x

)

13 21 25 29 3
Month
Fig. 4 Hospital cluster 4 doesn't see many patients, and this hasn't changed
significantly over time.

A mathematical model should be used to estimate hospital
demand with low demand. LR isn't the best model across all
four categories. Medical device time series display linear and
nonlinear trends. With hybrid models, we can handle linear
and nonlinear patterns simultaneously, improving accuracy.
The clandestine marketplace known as the "dark web" has
emerged as a hub for various illicit activities, particularly
within the healthcare industry. This concerning development
highlights the industry's emphasis on maintaining high levels
of privacy, inadvertently creating a shield for nefarious
operations. Exploiting this vulnerability, activities such as
organ trafficking and human trafficking thrive. Our research
aimed to uncover concealed patterns that may indicate such
transactions using the statistical tool of linear regression.

By converting a time series of medical equipment
purchases into vectors, we could identify patterns in
purchasing behaviors. Analyzing the provided data from the
case company, we discovered three predominant purchasing
patterns among customers. This finding prompted us to utilize
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the hierarchical clustering methodology, effectively
classifying hospitals based on the direction of their trend
vector. The results of this clustering process indicate a strong
inclination for hospitals to follow distinct purchasing
trajectories, revealing valuable insights for future analyses.

Our research's subsequent phase involved predicting future
cluster utilization using five different models. The diversity
within these models reflects the complex nature of the data
and the challenges it presents. An important outcome of our
study is the realization that no single model can consistently
provide accurate predictions across all clusters. This
emphasizes adopting a flexible approach when predicting
future trends, as different time series with varying patterns
may require diverse predictive models. In summary, while the
clustering methodology based on trends has proven effective
in categorizing hospitals with similar purchasing behaviors,
searching for the most reliable predictive model remains
ongoing. Our research has laid the foundation for further
investigations into the intricacies of the "dark web" and its
infiltration into the healthcare sector. To address these critical
issues, stakeholders must employ a multifaceted approach
combining predictive analytics with vigilant monitoring to
suppress illicit activities.

IV.CONCLUSION

In this study, a two-part method was used: first, linear
regression was used to look at raw temporal data and create a
trend vector; second, hierarchical clustering was used to
group hospitals by location; and third, the trend vector was
used to make sure that the analysis was the same across
clusters. This study looked at raw data about time with linear
regression to find a trend vector. Hospitals are ranked based
on how well they take care of their patients. The method is
essential because it can quickly and correctly spot patterns
and trends among healthcare providers. Fraud experts who
work in cybersecurity are well aware of how dangerous
hackers who target healthcare facilities like hospitals and
clinics can be. You might be surprised by how much thought
and planning these scammers put into their plans. If victims
are going to be able to filter and protect critical information,
they need easy access to specialized tools and independent
threat researchers.

Because the deep and black web could contain dangers,
financial institutions use advanced search engines that use
machine learning technology. This is done to reduce the
chances of these things happening. These technologies make
it possible for financial security teams to look at vast amounts
of risk data without having direct access to networks like 12P
and Tor. This makes finding and analyzing information about
online threats safer and easier. This study helps us learn more
about how well healthcare institutions work and how
vulnerable they are to cyber threats. It uses linear regression,
hierarchical clustering, and cutting-edge search methods. This
study's results help develop good cybersecurity strategies that
protect private patient data and make healthcare systems less
vulnerable to cyberattacks.
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